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Zenoh in V2X

Few months ago, we did a 

webinar to showcase how 

Zenoh can address the 

challenges of V2X and 

overcome the shortcoming of 

existing protocols.

We concluded the webinar by 

jumping on a Car and showing 

what Zenoh can do ☺

Source :
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The Challenges

“The most dangerous phrase in the language is, ‘We’ve always done it this way.’” -  Rear
Admiral Grace Hopper
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Fragmented 
Communication 
Landscape
Intra-node: Many IPC mechanisms, no 
common abstraction

Inter-node: CAN, LIN, FlexRay, SOME/IP, 
DDS

Cloud: MQTT/HTTPS, proprietary REST

Each layer has different semantics, 
discovery, QoS, and tooling

Results in high integration effort
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Segment-Bound 
Architectures

Communication stacks remain 
Domain-only, Zonal-only, ADAS-only, 
HPC-only, Telemetry-only, V2X-only

No unified way to move pub/sub data, 
stored data, or computation results
across segments

Gateway chains multiply: HPC → domain 
→ zone → cloud → V2X

Leads to latency, jitter, inconsistent 
behavior, and data silos
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Scalability, 
Resources & 
Security
Discovery and service scaling break 

under large topic/service counts

QoS behavior changes when crossing 

protocol boundaries

Many MCUs lack processing / Memory 

to run heavy communication stacks

Security models differ by protocol → 

no end-to-end enforcement

Validation effort grows rapidly with 

every protocol interface 6



Simplicity does not precede complexity, but follows it 
— A. Perils

The Digital 
Frankenstein

Multiple technologies are 

stitched together only to 

make data flow end-to-end

Few more have to be packed-

up to deal with data storage… 

Not to mention computations
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The 
Solution
"The best way to predict 

the future is to invent it." —
Alan Kay
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Dragons teach us that if we want to climb high we have to do it against the wind.

Pub/Sub/Query protocol that Unifies

data in motion, data at rest and

computations from embedded 

microcontrollers up to the data centre

Provides location-transparent 

abstractions for high performance

pub/sub and distributed queries 

across heterogeneous systems

Built-in support for Shared 

Memory/Zero-Copy as well as

built-in support for distributed 

storage alignments.
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Runs Everywhere

Written in Rust for security, safety and performance

Native libraries and API bindings for many programming 
languages, e.g., Rust, C/C++, Python, JS, REST, C#, Go and 
Kotlin

Built-in support Shared Memory and Zero Copy

Supports network technologies from transport layer down-
to the data link. Currently runs on, TCP/IP, UDP/IP, QUIC, 
Serial, Bluetooth, OpenThread, Unix Sockets.

Available on  embedded and extremely constrained 
devices and networks — 5-7 bytes minimal overhead

Data Link

Network

Transport

Physical

…
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Zenoh Implementations

ZettaScale leads two 

implementations of the Zenoh 

protocol

Zenoh written in Rust and Zenoh 

Pico written in C and targeting 

micro-controllers

When using C/C++ APIs, applications 

can target either of these versions 

— it is a compile-time decision
C

C CPP

Zenoh Pico

Zenoh

C

Rust

CPP Python Kotlin Java TSRust GoJS
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Zenoh 
Rust Bare 
Metal

Pure Rust implementation of 

Zenoh targeting bare-metal 

and microcontroller 

environments in general

The implementation is no-

std and no-alloc

zenoh

Rust
(no-std, no-alloc)

Microcontroller

Repository:
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Runs 
Everywhere

OS

Linux, MacOS, Windows, QNX 

Embedded Targets 

Arduino, ESP32, mbed, Zephyr

Automotive Targets 

AUTOSAR Classic (microSAR)
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Any Topology

Peer-to-peer

Clique and mesh 

topologies

Mesh

Peer

Peer

Peer

Peer

Peer
Clique

Peer

Peer

Peer

Peer
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Any Topology

Peer-to-peer

Clique and mesh 

topologies

Brokered Routed

Client

Client

Brokered

Clients communicate 

through a router or a peer
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Peer

Peer

Peer

Peer

Peer

Router

Client Client Client Client

RouterRouter
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Any Topology

Peer-to-peer

Clique and mesh 

topologies

Brokered Routed

Router

Client

Client

Routed

Routers forward data to 

and from peers and clients

Brokered

Clients communicate 

through a router or a peer

Mesh

Peer

Peer

Peer

Peer

Peer

ClientClient Client

Router

ClientClient

Router Router

Clique

Peer

Peer

Peer

Peer

Client

Router RouterRouter Router
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Topology in Perspective
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Putting it all Together

Each Zenoh application 

can transparently run 

across multiple links at 

the same time

All of this transparently 

to the application

Router Router

Router

Client

Client

Client

Peer

Peer

Peer

Peer

Peer

serial

Unix Pipes

OpenThread

Serial

TCP/IP

QUICQUIC

QUIC
TLS

TLS TLS

Unix Sockets
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Router

Storage Plugins Protocol Plugins

MAIN MEMORY

FILE SYSTEM

Runtime Plugins

Zenoh Flow

Plug-Ins
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Zenoh vs DDS,  
MQTT & Kafka

Zenoh can deliver at peak performance 

of ~70Gbps at 8Kb payload:

- 3.3x higher than DDS

- 23x higher than Kafka 

- 35x  than MQTT (higher for larger 

payload)

Zenoh’s latency 7-10 us with ultra-low 

latency support

- 25us for MQTT 

- 75us for Kafka

- 8us DDS
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11M mgs/sec for 8 bytes 

payloads

1.2 Gbps for 16 bytes 

payload

410 Gbps for 64K payload

More 
Performance
Localhost
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Adoption in OpenSource Frameworks
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Eclipse SDV

Zenoh selected as  

one of the 

communication 

middleware in addition 

to MQTT
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uProtocol

Eclipse uProtocol selected 

Zenoh as the first protocol 

to be integrated 
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Device-to-device 

communication in Zenoh is 

covered by the green lines

uProtocol Topology

Shared Memory 

communication in Zenoh is 

covered by the black lines

Some-IP to Zenoh mapping 

through plugin mechanism of 

Zenoh Router in uStreamer.
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Zenoh: The RMW Alternate

Intrinsic committed to 

have Zenoh RMW Tier-1 

for the May 2025 

Release!

Zenoh has been selected as the first non-DDS 

protocol to be natively supported in ROS2

Full Report:
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Best 
Protocol

Zenoh ranked as the #1 for 

next generation robotics in a 

recent evaluation performed

by Alphabet Intrinsic and the

Open Robotics Foundation

pasted-movie.png
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https://discourse.ros.org/uploads/short-url/o9ihvSjCwB8LkzRklpKdeesRTDi.pdf
https://discourse.ros.org/uploads/short-url/o9ihvSjCwB8LkzRklpKdeesRTDi.pdf


Kilted Kaiju

Zenoh is now Tier-1

in Kilted Kaiju —it is

the only non-DDS

RMW to be Tier-1

This happens as

the same time as

ROS-1 goes end-

of-life

May. 2025
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rmw_zenoh in production



rmw_zenoh: Solving Autoware’s
Communication Challenges

Handles high-bandwidth sensor 
data (LiDAR, cameras) with ease

Scales effortlessly in complex, 
distributed Autoware systems

Unifies vehicle, edge, and cloud 
communication under one 
protocol

Stays reliable through mobility, 
handovers, and intermittent 
networks
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Demo
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Two demo scenarios

AWSIM

Autoware

Carla

Pure Zenoh (rmw_zenoh) Zenoh Bridge

rmw_zenoh

rmw_zenoh

Traffic Light 
Management 

System

Zenoh

Autoware
(DDS)

Zenoh Bridge

Vehicle 
Location

Traffic Light 
Status

Control 
Commands

Sensor 
Data

1. Run Autoware in simulation
2. Better performance

1. V2X to the traffic light
2. Keep the compatibility
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rmw_zenoh: Autoware in AWSIM
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Zenoh Bridge: V2X scenario in Carla
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Key Highlights

Zenoh is one of a kind protocol 

— it unifies data in motion, data 

at rest and computations

It is the only protocol able to 

run from the microcontroller up 

to the datacenter 

It has not topological 

constraints

It is extremely easy to use!
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Follow-us

36



Patience, persistence and
perspiration make an unbeatable 
combination for success.

Thank You
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