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Why this talk? #ecomzszon-

Enabling Linux in The LLVM Compiler
Safety Applications x Infrastructure
(ELISA) LLVMaY IS4V TS5 AN O F ¥
B—TTFAIITAANG SRATLIZE

[+ Linux®DiERZHET S

OS2 =51 ( ELISA)
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https://elisa.tech/
https://elisa.tech/
https://elisa.tech/
https://llvm.org/
https://llvm.org/

Safety-critical & SDV projects depend on open
source software, but we often lack a shared

language to talk about OSS quality and maturity
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Why this talk? #ecosEzss0n?

A

Rl

ELISA Lighthouse OSS SIG I

Best practices checklist

Evaluate and document
established open source
development best practices
Provide an assessment guide for
the user to rate the quality of

open source projects
RANTSOTARDF ) ANERET S
M SNTI-A—ToV—ZRBRRDRZXNTZY
TAARZEHEL . XELT S

0SSTRY /DT BB 1% FHTET 51 DH
AREREET S

£ woven by ToyoTa

LLVM Qualification Group VE

Enable confidence in the use of
software tools (e.g., compilers) and
libraries (e.g., runtimes)

Guidance on processes, methods,
and tools for qualification of LLVM
components

OAVIRASBEDYITRITTY— LR, S84 L
BEDTATSVETRDLDLTHEZD1KIIZT ST

LERHET
LLVMaYR— 2 b DFBEEI<E Y 5

TOER-AYYR Y= )LDHAF U REIRIETS

ile
Eclipse SDV <

Build open, modular software
stacks for software-defined
vehicles using open source
Bring car makers and tech
companies together to
co-develop open software

platform for future vehicles
F—ToV—REFRALT. VINIITESR
B (SDV) DIz DED2—ILEDYTH
VITREVIEEET D
BEEA—N—ETVIRREDRE,
FROER-AITA—TLV IR T TSk
IA—LZEHERET S


https://lists.elisa.tech/g/lighthouse
https://llvm.org/docs/QualGroup.html
https://sdv.eclipse.org/

ELISA Lighthouse
OSS Best Practices

checklist

ELISA Lighthouse OSS
RANTSOTARFzv9)

A
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What the checklist is
Structured list of OSS "best practices” observed in

literature about OSS development processes
OSSEAR T At RICEY 2 XE L THESN -
OSSDITRRNTSUT A R IEARRIIEIBLIZY b

Organized into areas:

Governance & Community Health
Development Practices

Security & Supply Chain Management
QA & Engineering Discipline
Documentation

Sustainability & Long-term Viability

LUTFD&ESGHEHIEITEE:

HNFoREQZ2 =T DEEM
REISVT4X

X AYTAESTSAF—ER
RERIEQA) ETVC =TIV TR
RE¥aArT—3y

Bl ae e SR BTk GTE

What it is not
Not a certification

Not a pass/fail scorecard
RELFIETEHYELEA
AEHENDRIATH—RTEHYFEEA

It's a conversation tool:
° What do we do today?
° Where are the gaps or tensions?

CHIETHEDHDY—ILITT:

L] WVE, FAT=BIEZF D> TEDH ?
° ECIZF vy T PENVEYHHDZIDH ?


https://docs.google.com/spreadsheets/d/1jR0oGQpwJTdThJAOtWP70GrdWSz7K-ol84j5BWX2h8g/edit?gid=2142132757#gid=2142132757

Status & limitations of this checklist coFzvsyxtnBKEBER

01 It's a work in progress e et practces checkstis =il

° Items may change as we analyze more projects and
~HE 1T |:|:| s ?'i) feedback
iT*L1T —C 6 . Lighthouse OSSR T 59T AR FTyH) AhE, ELISADH T
RELIT Sy a7yIRTT

. EBITBLDTATIIMOT—R N\ OERFTHET, BEAHN
EH>TUKATREMEA HYFET

02 Maturity scale under discussion T e o SRt

. We're still exploring how to separate process
E‘Z | *ﬁ == _ E‘I:I ¢% robustness from evidence confidence
,.‘\ Zb- )L ‘j: A -t é . l'Limited / Good / Strong | D B FAE R 7 — LI,
FERTHFORICTEELA
. TOERDBES & IETUVRANDIEEE

ESR T TEET 2N EHMLTVDERIETT

03 The LLVM assessment is an experiment L e mesntio atar comersaions.not 5 produe

“final score”
LLVM‘ -'-J-—d—énq:mﬂ 'j: Uto O)%Eﬁ EIJIT ZZQ i —C%é . %\Qﬁ;};}éﬁi@l}i;ﬁﬁ%%ﬁtﬂﬁE/@ﬁ?%ﬂl:éo‘K,

. BRNETRO7 1221452 ENBMTIEAL,
HREIRDDEONFICLENEEZTVET
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Maturity lens used for LLVM LivMIz#ERLf=mELY X

Simple 3-level lens 2> 714 sgmommEL X

Strong Good Limited
practice is clearly present, documented, practice exists, but with limitations (in we see signs or ingredients, but no
and used; evidence is “easy to find” coverage, consistency, or clarity) systematic project-wide practice

EHFLLTHBICERLTRY. XELIh, ERITEHDA TS, IE  EHFELLTHEELTLSA . ANLyD - —EH- YO TIHEITHH VKON DRBEVLERIIRZSN. TAC I/ REL THRRNLER
TURL BT R D109 L KR, nHbd, [ZIEE2TLVEL,

Inputs from LLVM Lvmpso1o Tk

Public documentation and policies Public infrastructure Community artifacts
Dev Policy, governance docs, etc. GitHub repo, Cl configuration, issue RFCs, Discourse threads, release notes,
tracker, security policy etc.

BERARF AR —(FFER) O — ANFUAXERE)

AFA2TF (GitHUbYARI M) (CIERE . IssuerbTvh—, ¥ 2T+ A2 =FADEEM(RFC, Discourse ALK, J)—R/—Rr3E)
R —13E)
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B Lighthouse SIG - 0SS Practices Il * m &
Fle Ede View inen Forma Osta Tods Exicnsons Mol Gemini

Quenz & ¢ @ F wox v | s x 8 84 s | Akl B I T A|% B H-EvTrvhvAvy m B @ Y @~
w v %

= A 0 < o 7] G
" 088 Pratice Evidence Evaluation
. |Area ~ Aspect Description =~ Evidence links ~ Rationale
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|Gavernance & Communty Hesith

|Gavernanca & Communty Heaitn

[Gavernanca & Commenty Hasitn

[Gavernance & ty

Claarly dafined roias

— "Whan Iz an RFC Reaured?

i
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Dev
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Discourse

High PR valocty and ; roguiar reiaasas actwity
Suppart via Discourse, Discarciaftica Nours: Commit feads; migraion fram maiing lists
documantac
Apache-20 WITHL  LICENSE
n regoion Ty,

Work is salt.cifectac via 85ues/PRS: CONtrbuton propose changes and RECs

Maintainars fies par

g

doca D

P
[T —"
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Ao m.ordocs Dhacn.reoMayatonGica rie
Hios alacourse ivm orgr

Hica vm o LICENSE 1

Mmoo en

“Mataners”) | hips
n

i 0rQi80cs L sraRat him!

IR ara
applicatia
GiHun PR worktow; inear Ratory policy documanted

ites: i rgydocs Coninbut

hitpa Tigitnub, ey

Issues handed on GitHub: o

many
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hitpa:m.omidocs/Security hemi

htiea .
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companants saf-contained
L

found (gap)
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hitga: im0 LICENSE bt
hitga i Thom

irbuting.
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[Ouatty Assurance & Engineerng Disciiin

Structirad o

Extonsiva use of unk tasing

[Decumentason

[Documentason

[Sustainasiizy & Long-tarm Viabisty

[Sustanasiiey & Long-tam Viabiity

Usar-facing documentation

Devalapar cocumentation

‘Secure sustainsbio fnding modals

Manitar and imgeava Bus Factar

Y woven by Toyota

ydocsiCodeRoview i

a5 and

chack-at

required; it RC cycles;
whola-program fasts in extamal testsuita

Cempranansie coding standarcs (naming, style, APIs) on Ivm.org

s S, 0 Goes /G Mispulteautsts

‘
g

l

Central docs acthely manksned

l

via RECa/PRs; not

Decantraizad par subErORCE o Singia rOAcmap

‘

Very active PRireviaw valocty; roguiar rolaases.

Discourse, DECONC; raspansiANass varks by area

‘

APACha-2.0 win LLVM oxcaption widaly adopted

Common O8S model: maintainars guide prorties

l

Omnarship fo
Moduar rchRecure; nartace stabity varies by ares

‘

GHHuD with documantac worktow

G1HuD lisues In pisce: lagacy Bugaila archived

‘

SRG, privata feporting, irsnsparancy raports
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Minimal Gopa: policysguidance coulc be clearer

l

Claar licansing, bt SBOM guidance not avicent
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HIERLIHIRIREEERE

‘

Strong ~

Good v

Other checklists

Other OSS best practices
checklists exist (e.g., OpenSSE
Best Practices)

LLVM has already been

evaluated once (2024) against
the OpenSSF checklist
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hm.0r/d0cs/CoseCACanduct htmi

aresicers

an
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Lighthouse SIG - OSS Practices - LLVM (WIP)



https://docs.google.com/spreadsheets/d/1jR0oGQpwJTdThJAOtWP70GrdWSz7K-ol84j5BWX2h8g/edit?gid=1722310808#gid=1722310808
https://www.bestpractices.dev/en
https://www.bestpractices.dev/en
https://www.bestpractices.dev/en/projects/8273
https://www.bestpractices.dev/en/projects/8273

LLVM “state of practice” at a glance LLvMaIB#nEBHINLRZBFHER

Area

Observations

Governance & community
health #/\3oxeasa=F7npeei

Many strong practices (roles, decision-making, process docs, open RFCs)
BE-BRRE-TOERXERFCARAL | HEMBTSITARB SN

Development practices
BFETSIT4R

Mix of strong and good (modern Git/PR workflow, modular architecture, some API stability variation)
EXULGIPRI—ITA—OES1— LT —FTIFARE | BAHEBHHRBOIREMETUTICE>TESDEHY)

QA & engineering discipline
QA & TRK/LE1—I2Eh5E5

Strong testing & Cl foundations (multi-layer tests, automated gates, clear expectations) but peer

review is uneven in practice
AT ANEBNCIRE (ZF/T RN, BB — BRAHIEE) AFET 5. RROETLE2—TRIESDENHS

Security & supply chain
LFTAESTTAFI—LEE

Strong bug tracking and vulnerability handling; SBOM and dependency monitoring is limited in

today's public evidence
AT B E BN S SBOMERAZBAGA  \F> R IFBED LBIBHR TIERENTHS

Documentation
REFatF—ay

Strong contributor / reference docs; user docs generally good. Both have gaps, especially around

fast-changing internals
BHRER Y I7LORRF1AVMNERRLTEY , 21— — AR F 1A MR RIFTT ., 2L, BICAEMEEN BRI LT 585 TlE. MEISFryTrR
>h3

Sustainability & long-term
viability s sett & £

Funding and foundation support good; bus factor limited in some key areas (high reliance on a few
experts) &4 roundation|Z & HXIBF BIFEH, BEAEH THROTFR/A—MIKET H AR FHIOMELH S

£ woven by ToyoTa
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Governance & community health #in+ozxéaza=FrngsH
A strong foundation i &z

Strengths x#

Meritocratic leadership
Transparent decision-making
Clearly defined roles

Process documentation up to

date
AT — RS = — 2y T
BPEOSNERRETOLR
BEABRECERSNTINS
TOEAXENER FEHINTND

£ woven by ToyoTa

Tensions sm-£vey

Global governance can still be
hard to explain from outside
Project size means not everyone
experiences governance the
same way

Sub-projects may feel slightly
different in responsiveness and
visibility

SIS RBE, RIEDH ST RBERA DY A
?ge;zawam:xguf:&x HIFURADBHLAI
£oTRYED

YITAD IO AR AP AREF PP RLED LSS
BLONBEENHD

Takeaways #:»

Governance is not a blocker, it's a
strong base to build assurance
narratives on

The community is where

requ irements are
ANFUZBEREIRMNL RV I1TREL REERN—)—%
AL TH=HDBNLEEITEOTNS
ERCHAFEIZIA=TOPITH D, EVDFTIRTEZ DD
EZNHD

1



Development practices 73572
Modern and mostly predictable £5>c. st % @aTaE

Strengths za Tensions z@E-svey Takeaways =:
Self-assigned tasks e Interface stability varies by area; e Thereis a predictable,
Version control & workflow some components are “stable”, documented way to contribute
e  Modular design & clean others more experimental and consume
interfaces e  Ownership is documented, but e  You still need to identify which
¢ BRBEIRTETYALTEXE , the format and depth vary across pieces are stable enough for
o NR—Sav EBET—HTO—HEFENTLEGit/ PR )
R—ZHE) sub-projects your use case
o EDaA—IEREED U BA BT —RERE o AUBTI—ADREEFERICE>TREY, [REILTL o AVMEa—/FIRT A0 DI FIEIEXELSh. F
BUHLRBRIOBHANRELTLS BLAF L
o A —F—LuTEXBLINTLRLON, ZOEEHPH o LELZ.BROI—RE—RIZESTIEDOBH A+
WEEHT TSI ED DA B D RELTVNBM G RIBONDE

Y woven by Toyota 12



QA & engineering discipline QaeToo=7Us s o
Strong foundations, some visible cracks s+ &. ExcE-0U

Strengths x#

Clean commit history
Automated, extensive testing
Coding conventions

Cl/CD pipelines

D= 1Ty MEEE (BEEF $ DHIE)
BN REET RN
A—TFAL T RO ER
Cl/CDIRAT 4> DER

£ woven by ToyoTa

Tensions sm-£vey

Reviewer bandwidth is limited
Post-merge review is used
heavily, especially by very

experienced contributors
LE27—0UY—RABEN TS
HITRBREEAAVNEL—2IFE  I—S%LE1—ICE
BB

Takeaways #:»

LLVM is already doing many
things that safety standards like
But, we cannot assume every
change received robust peer

review

LLVMIE, #EER S DB ENOTFFELWNVTSUTARET TIC
ERYANTNE—HT. LE2—DERIZFHEOR M
MHHIELRATE

Th TRTOEEA+FHITLoAYELIETFLE 1 —% 5
FTVBEERETEE LA
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Security & supply chain «x21)7 4754 Fz—>

Mixed pictures 2:53;8 7 o a7

Strengths =z Tensions z@E-svey
e  Bugtracking e No automated dependencies
e  Public vulnerability handling monitoring
e License traceability e NoSBOMs
o NUMSYRLI DA o EEBREEMTESSULITHHEAFESTLL
o BRFSNIESEERGTOER o TaY b 2RELTISBOM (VI 7 @R EHFHE

AU RFEROD B AT REMSE

S woven by Tovota

LA

Takeaways #:»

Security vulnerability response is
mature

If you require SBOMs, you will
need additional internal work to
fill that gap

X AVTAAVL T UG ZTDLDFLEH AL TS
SBOMM AZAD#AEETIE LLVMBID1EEHRZ 1T TIXEY
¥ BHAITORTEENBEITLS

14



Documentation & sustainability raxro 57— a0 Lmaaes
Useful today, uncertain tomorrow 4 8(x+% . B BIEFBH

Strengths za Tensions z&-tvEy Takeaways =:
e Developer documentation Bus factor: ownership helps but some e  From a process point of view,
e  User documentation areas still depend on a very small LLVM looks strong
e  Funding model number of experts e  Butif your product lifecycle is
¢ FEERTETaL ) » ) 10-15+ years, you must ask: “Are
o A—¥—EHRFaAVE SRR ORI+ —F — v T EBRELAS, — 8O BB .
e J7UF(UHETILLLVM Foundation 5:&) DFEE HOTER S A—HKELTLS the critical components we rely on

backed by more than 1-2
maintainers?”, “What if those

people change jobs?"

o TOEREEMHERNIELLVMIZALYHL

o LHL.BESATHAILMO~5EL EITHI2BE.
MERBELTO S EEIR—AUhd, AS(T~2 AL ET
FALBNTLNADMN? ]
THLZDAT=B ANV S5 ES DA ? |
EVSEIVERIFAIEFTEE A,

Y woven by Toyota 15



How ELISA, LLVM
& Eclipse SDV can

share practices

ELISA-LLVM-Eclipse SDVAY
TSV TAREHBTHIZE

||[
B

Eclipse

m

=

w
-
—
=

<

K9

)

£ woven by ToyoTa

Instead of reinventing in isolation...
TAENSS/SITHROBREIZTEOTIEL...

ELISA Lighthouse OSS SIG: provides a
good checklist of best practices and a
growing body of OSS case studies
LLVM community: provides a real,
high-impact project and strong existing
practices

Eclipse SDV: represents SDV platforms
and industrial users who need

assurance narratives
ELISA Lighthouse OSS SIG: AR+ TSI T4 ADF vy
JRRE . OSST—RRATADEEEIRM

LLVMIZa=F 1 ERICELEDN TWARFETOS Y

b BRICHEET HRVT VT RER
SDVISuh T4 —LPEEI—HF—DHEAND. ED LS
BAREERM—) —H B EAFIRR

Opportunities

Shared maturity vocabulary (e.g.,
Limited, Good, Strong)

Small set of evidence patterns that can
be reused across LLVM-based projects
Experiments around bus-factor
reduction or SBOM practices in LLVM
Use the LLVM Qualification WG as a
bridge to discuss findings with the LLVM
community and propose concrete

improvements

Limited / Good / Strong %2 & | @D AERF YIS
EHETDH

LLVMAR—2DOTAP Y METHAMATES, NG TE
VR INE— K 1%ED
LLVMTD/N\R R R EASBOME A DEERZ . EFRIDER
YA ELTHEDD

LLVM Qualification WG ##&iELELTHIAL.LLVM O
Sa=ToLRBERRTERL. ERANGRETRELET

16



Closing &

Invitation
FoEazIa=—54~

£ woven by ToyoTa

Key messages
A rytE—2

° LLVM already demonstrates many best
practices ELISA tracks

° Tensions remain in QA (peer review),
supply-chain transparency (SBOMs,
dependency tracking), and sustainability
and bus factor

. LLVMI&. ELISABNF v L TWB ZLDARNTSIT 4R
% 9 TITEELTLS

. —AT.QABICE7ZLEL—DER).
HTSAFI— DERMESBOM- K EBFREISvF ).
BT EETEE N\ RIRBC (L, FLBEENE- TS

Invitation
ASA=TABMOEFHEL

If you:
° Contribute to LLVM or Linux
° Work on SDV platforms at Eclipse
° Or care about open source in
safety-critical contexts

...let's compare notes and share practices, not
build separate checklists and audits for every
community

LLESAN
° LLVMIZavk)Ea—kL TS
. Eclipse SDVD T ZwbT+—LEFEICBEH-TLVS
o B, R2EERE TODSS;ERICEALAH D

DTHNIE, AZ2=FAT LT R DF VI RAMCEEEELDTIE
B, —#EISTROZ LTS T14RIFHALTODFAIEINLNTT,
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Thank you

My email: wendi.urribarri@woven.toyota

My LinkedIn profile: www.linkedin.com/in/uwendi

<) WOVEN by TOYOTA
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